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A signed sealed document contains the following information.

B4 Confirmation of the documents integrity.

B4 Encrypted signatures (using RSA 2048bit encryption)

B4 Audit trail for the time spent on displaying each page within the
document.

In order for the signed/sealed PDF to be report the validity of the document and
signatures, you need to install a corporate/domain/workstation security certificate into
your PDF reader which the ZiGnature Pad will utilize.

This document will show you how to install this certificate (using our demo certificate)
and Adobe Reader as an example.

Open Adobe Reader X (for newer Adobe Reader XI scroll to page 3)

Go to Edit > protection > Manage Trusted Identities

Pratection security Properties
Analysis g Rewoke Docurment
Accessibility | Wiew Sudit History
Preferences.., Ctrl + K sehchronize for Offline

Manage Rights Management Account
Table of Conten

seCurity Settings..
1. Introductio
2. System Regu
3. CD-ROM Stru Import Security Settings

Manage Trusted Identities...

In the open dialog box, select to Display certificates,

(a

Manage Trusted Identities

Display: |01 -
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Click Add Contacts and Browse to the certificate (default location, Installation CD/Zip
file\cacert.zip file) copy the vpsignca.cer to any location.

Choose Contacts to Import

-

T Locate Certificate File

e
Qu-?l « Prograrn Files » 102G » Zignature Pad » YPort »

Organize - Mew folder
Faworites T
BE Desktop arg

g Downloads o) wpsignca

- -

Once imported then click Edit Trust and ensure that Use this certificate as a trusted root is
checked.

Trust | Palicy Restrictions

&, certificate used to sign a docurment must either be designated as a trust anchoar ar
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or abowve a trust anchar,

| Use this certificate as a trusted root

Skip the next section and go to Sealed Document Security Properties Page 5

Customer Instructional Use Page 2 12/11/2013
10Zig



i

TECHNOLOGY

10ZiG
Customer Instructional Documentation
ZiGnature Pad Displaying The Signed Document
Audit Trail

Instructions for Adobe Reader XI

Click on Edit, Preferences and select Signatures.

-
Preferences

Categories:

Commenting
Documents
Full Screen
General

Page Display

3D & Multimedia
Accessibility
Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript
Language
Measuring (20)
Measuring (30)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units
Updater

Click More.

Digital Signatures

Creation & Appearance

= Control options for signature creation
» Set the appearance of signatures within a document

Verification

» Control how and when signatures are verified

Identities & Trusted Certificates

» Create and manage identities for signing
» Manage credentials used to trust documents

Document Timestamping

» Configure timestamp server settings

More...

More...

More

More...

-~

| | cancel

Click on Trusted Certificates, and Import

iﬁ Digital ID and Trusted Certificate Settings

Digital IDs

Trusted Certificates

/EditTrust ‘ﬁlmpor‘t r;P Export ECertificate Details &) Remove

MNarne Certificate Issuer Expires

AC Raiz Certicamara S.4. AC Raiz Certicamara 5.4 2030.04.02 21:42:02 Z

Adobe Root CA Adobe Root CA 2023.01.09 00:07:23 Z
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Browse to your certificate

Choose Contacts to Import o @

This dialeg will allow you to select contacts to import inte your trusted identities. You can also set the
trust for any certificates asscciated with the contacts being imported.

Contacts

Mame Ermail Remaove

Browse ...

Search ...

Once imported, scroll down to the imported certificate and Edit Trust.

}EditTrust ﬁlmpor’c p;;‘ Export l?(ertificate[}etails @ Remowve

Mame Certificate Issuer Expires

Then mark this certificate as a trusted root

Trust | Policy Restrictions|

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust ancher in order for signature validation to succeed, Revocation
checking is not performed on or above a trust anchor.

LIze this certificate as a trusted root

If signature validation succeeds, trust this certificate for

Signed documents or data
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Sealed Document Security Properties
Open a sealed pdf document and display the security properties of the pdf. This can be
performed differently depending on your reader.

For Adobe Reader the security properties can be displayed under

Edit, Protection, choose Security Properties.
Under the Description tab you will find the Attributes stored in the keywords.
"Attributes:

Log:
Page#1 - 68 Sec , Modified.
Page#2 - 19 Sec , Modified.

You will also find information such as
B4 Username and computer name of the computer the document was signed on
B4 ZiGnature Pad firmware version and serial number.

Signature Panel
Using stored in the pdf is a Signature Panel. Here the property of each signature is
stored.

B4 Validity of the signature: Certificate of authority

B4 Whether the document has been edited/modified since the sealing of the
document.

B4 Signer’s identify (for use with smart cards)

B4 Date and time of the signature.

The following two images display the information discussed above.
Document and Security Settings
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Document Properties

Description | Security I Fonts I Custom | Advanced

Description

File:
Title:
Author
Subject:

Keywords:

Created:
Maodified:

Application:

Advanced

PDF Producer:
PDF Version:
Lecation:

File Size:
Page Size:

Tagged PDF:

Microsoft Word Viewer - ZiGnature Pad Signature Wizard

|Microsu:uft Word Viewer - ZiGnature Pad Signature Wizard Process_JOB11522800004_JOB10445.

|"Admir| istrator@HADVPAD - Undefined

Log:
Page#l - 68 Sec, Modified.
Page#2 - 19 Sec, Modified.

m

472772012 10:45:47 AM
4/27/2012 10:45:47 AM

YPad Firmware Version Mumber: 2.0

WPad Serial Mumber: 0011412141000164

1.5 (Acrobat 6.x)

ChUsers\Public\Documents\VPort QutBox

367.66 KB (376,480 Bytes)

8.00x1132in Mumber of Pages: 3
Mo Fast Web View: Mo

| ok || concel |

Signature Panel properties.

Once the Adobe PDF Reader has opened your signed/sealed pdf you should see that your

signatures are valid on the signature bar.

'E&:] README - Motepad.pdf - Adobe Reader
File Edit Wiew ‘Window Help

SRZE XA

@ signed and all signatures are walid,
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L&ﬁ Signature Panel

Click on the Signature Panel to reveal the signature properties.

":,_L' RE&DME - Motepad.pdf - Adobe Reader
File Edit ‘iewe Window Help

o LI
SR ZEHeHA| &) | 1|72 | (mm) () | 227% |~ | | |
\@ sighed and all signatures are wvalid,
|£_| Signatures
,«;{; (E Vali

= '{fg’ﬁ' Rev. 1: Signed by SN#1091650279 <support@vpsign.com

signature is walid:
Docurment has not been modified since this signature was applied

Signature is walid, but revocation of the signer's identity could not be checked

[

sighing tirme is frorm the clock on the signer's computer,
=l Signature Details
Reason:Tarm the author of this document

Certificate Details..,
Last Checked: 2012.11.21 11:59:25 -07'00"

Field: Signaturel {irvizsible signature)

Click to wiews this wersion

The ZiGnature captures the following information from the signatures.

@A Time taken to create the signature
B4 Measures the pressure variants at points where the signature is written

An assembled 3D signature image example. The higher the yellow posts on the graph
refers to the more pressure used by the pen when signing.
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