Suggestions to install and run the BNW client on a Windows 7 machine:

1. Turn off UAC — run msconfig — tools — select Change UAC Settings — Launch — slide the bar all
the way down to Never notify. PC must be rebooted for the changes to take affect.
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[ General | Boot | Services [ Startup | Tools |
Tool Name Description =
About Windows Display Windows version information.
Change UAC Settings Change User Account Control settings.
Action Center Open the Action Center.
Windows Troubleshooting Troubleshoot problems with your computer.
Computer Management View and configure system settings and components.
System Information View advanced information about hardware and software settings.
Event Viewer View monitoring and troubleshooting messages.
Programs Launch, add or remove programs and Windows components.
Svetem Pronerties View hasic information about vour comniiter svstem settinas. i
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Selected command:
C:\Windows\System32\UserAccountControlSettings.exe




# User Account Control Settings

Choose when to be notified about changes to your computer

Llear Arecaunt Cantral helne nrevant natentialls harmful nra.
Ucer Account Lontrol helnc prevent notentially harmiul program

iTell me more about User Account Control settings

Always notify
=iy = Never notify me when:

¢ Programs try to install software or make changes to
my computer

¢ [make changes to Windows settings

0 Not recommended. Choose this only if you need to
use programs that are not certified for Windows 7
- - because they do not support User Account Control.

Never notify

[ %ok || cancel

2. Manually create three folders under the Users folder, example below:

C:\Users\brobinson.BOSANOVA\AppData\LocalLow\Sun\Java\Deployment\cache\javapi\v1.0\file
Cache is there but you just have to manually create the rest.

NOTE: AppData is a hidden folder. To unhide from Windows Explorer select Organize -> Folder and
Search Options. Under the View Tab check Show hidden files, folders, and drives. AppData will now be
available.

3. Make certain that you have Java 1.6.37 installed which can be: found at
http://www.10zig.com/fag/downloads/jre-6u37-windows-i586.exe




From the Java ICON in the control panel change the Java Runtime Environment Settings.
Make certain 1.6.0_37 is displayed and checked and 1.7.x is unchecked in the enabled field.
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| General | Update | Java | Security | Advanced|

View and manage Java Runtime versions and settings for Java applications and

[ £] Java Runtime Environment Settings

Runtime Parameters Enabled

http:/fjava.s...
http:/fiava.s...
http:/fjava.s...

l Remove
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Under the advanced tab of the Java Control Panel check to allow using insecure JRE versions
(not recommended) and check Disable Verification (not recornmended) under Mixed code.



| % Java Control Panel C=oey X
General | Update | Java | Security | Advanced |

i-(7) Never Auto-Download
Insecure JRE versions
E]---Ifa'l insecure JRE version is specified by an untrusted application
- () Do not use insecure JRE versions
() Prompt user before using insecure JRE versions
‘@) Allow using insecure JRE versions (not recommended)

Security

(= General

- -[V] Allow user to grant permissions to signed content

-] Allow user to grant permissions to content from an untrusted authority
~[¥] Use certificates and keys in browser keystore

~[¥] Don't prompt for dlient certificate selection when no certificates or only
~[¥] Warn if site certificate does not match hostname

-[[”] Show site certificate from server even if it is valid

-[¥] Show sandbox warning banner

~[¥] Allow user to accept INLP security requests

-["] Check certificates for revocation using Certificate Revocation Lists (CR
Enable online certificate validation

--[¥] Enable list of trusted publishers

~[] Enable blaclist revocation check

[ Use SSL 2.0 compatible ClientHello format
qn »
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JavaControIPanel'
[ General | Update | Java | Security | Advanced |

- [#] Warn if site certificate does not match hostname -
-[] Show site certificate from server even if it is valid

+[¥] Show sandbox warning banner

- [¥] Allow user to accept INLP security requests

~[7] Check certificates for revocation using Certificate Revocation Lists (CR

i [¥] Enable caching password for authentication
+-[] Use SSL 2.0 compatible ClientHello format
i [¥] Use SSL 3.0

- [[JuseTLS 1.1
- ~[Jusems 1.2
&)-Mixed code (sandboxed vs. trusted) security verification 3

() Enable - show warning if needed

- () Enable - hide warning and run with protections

() Enable - hide warning and don't run untrusted code

- (@ Disable verification (not recommended)
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6. If you are using Firefox you will also need to disable the blocklist. From the Address bar type
about:config and press enter. Pass the warning. In the Search field type blocklist and press
enter. Find extensions.blocklist.enabled and change it to false.

€ @ sboutconfig 77 v || 4~ Google r
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10 10ZiG 10 10ZiG-EU || PUBLIC_BOSFAQ | | 10ZiGPhonelisthtm © Flash Openstor Panel2 | | ExactTarget | | R&D [ | CertGetCertificateChai... | BnlicMgr | | e-Twin@x  »
Search:  blocklist x
Preference Name + Status Type Value 0"
app.update.lastUpdateTime.blocklist-background-update-timer user set integer 1360590862
' extensions.blocklist.detailsURL user set string

jons.blocklist.enabled user set boolean false

| extensions.blocklist.interval default integer 86400
| extensions.blocklist.itemURL default string https://addons.mozilla.org/%LOCALE %/ %APP%/blocked/ %blockiD%
extensions.blocklist.level default integer 2

extensions.blocklist.pingCountTotal user set integer 12

extensions.blocklist.pingCountVersion user set integer -1

extensions.blocklist.url user set string




