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System Installation

Requirements and Preparations

The PPQ system is composed of physical device controllers and a software server.
The software server is based on the IS web server, and as such, it will only run on
computers able to run IIS. The most recommended operating system is Microsoft

Windows Server 2003, but for small organizations itis also possible to run it under

Windows XP Professional.

PPQ system can be installed on x64 systems, but under certain restrictions and
special configurations. If you wish to install PPQ on such operating system, please
read the section relating to installation under x64 systems before you continue with the

installation.

1. Install 11S (Internet Information Services) on the server system. For more

information check Microsoft web-site (http://www.microsoft.com/resources/

2. Install Dot.Net framework 2.0

(http:/Mmww.microsoft.com/downloads/details.aspx?FamilylD=0856 EACB-4362-

4B0D-8EDD-AAB15C5E04F5&displaylang=en)

Installing the software

3. Run SETUP.EXE from the PPQ installation directory and follow the directions on
screen. Itis preferred that you'll keep the default directories during the installation

process.
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1. Goto “Services” (Start - Settings - Control Panel - Administrative Tools - Services),
Start the PPQ service by right clicking “PPQ” and choose the “Start” option. If the PPQ
service doesn't exist, look at the troubleshooting section under: “Failed to add PPQ
Service”.

* Services

File  Action Wiew Help
1-->|||E|@| ) m N om
@ Services (Local)

PRQ Marme  / | Description | Status |ﬂ
g the serice @NatworkNews Tran,,, Transports,.. Started
ﬁ,ﬁ:gf; %NetworkPravisionin... Manages K. .

%NT LM Security Sup... Provides s...
%Office Source Engine  Saves inst...
%Perfnrmante Logs ... Collectspe. ..
%Plug and Play Enables ac... Started
%Portab\e Media Seri.., Retrieves b,

%Pl’il _!_nables Ma... Started

%Pril sl anages al... Started
Pr Pauss rokecks sk, Started
Resurme:
%RE - etectsun. ..
%Ra & anages di... Started
L LEY Tasks » Providesa... Started

Re— HManagesa..

%RE & Berves ast.., Started _Iﬂ
d Properties —I D
Extended 4 Standard /

Start service PPQ on Local Compuber Help

2. Goto lIS Settings (Start - Settings - Control Panel - Administrative Tools - Internet
Information Services). Expand “Local Computer\Web Sites\Default Web Site”. Right click
“PPQ” and choose Properties”.

P Internet Information Services (115) Manager M [=] E3
€4 Fie Action  Wew Window Help ‘ =1l =
e - | BmXEDR [ 2m(E]r 80
€3 Internet Information Services | Name [ Path [ status -
B BOSANCWA-AY (local comp | App_Data
) FTP Sites Jbin
G- Application Podls I Pictures
B Wb Sites ) Reports
- Defaul Web Site | bhgne-0.png
< PESData | bkgrd-3.png
) g PBServer -
4 | bkand-8.png
o
Explore:
g Pri
oF & _
@Ry FErmisens
5 ogtn Bowse aspc
2 oslum ) preasspx

O Tagks 3
ol < 7 —
g Admini Wiew »
-f) Micros hlew Window fram Here:

) webServi—

3 Delets
1855 Default i s p. config

Y
[Opens the properties d
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6. Goto “ASP.NET” tab and make sure that the ASP.Net Version is 2.X

PP() Properties [ 7}
Yirtual Direckory | Documents | Directary Security |
HTTP Headers | Custom Errors | BITS Server Extension ASPLMNET

' ASPAET versn A |

irtual path: I {PRQ)

File Iocation: I CihinetpublwwwrootiPPCweb, config
File creation date: I 5/16/2009 12:25:16 &M

File: |last modified: I 5/16{2009 12:25:16 AM

Edit Configuration. .. |

O I Cancel Apply | Help |

7. Go to the “Directory Security” tab and click the <Edit> button.

HTTP Headers | Custom Errars | BITS Server Extension I ASP.MET I
Wirkual Direckary | Dacurznks Direckory Security

r~Authentication and access control

Enable anonymous access and edit the
w authentication methods For this resource,

rIP address and domain name restrictions

@ Grant or deny access ko this resource using

IP addresses or Internet domain names.
Edit... |

- Secure communications
Require secure communications and i
enable client certificates when this JErVEr CEHMiEate,
resource is accessed. _ P
Wiew Cerkificate, |
Edit... |

[4]4 Cancel | Apply | Help |
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8. Uncheck the “Anonymous access” check-box and check “Integrated Windows
Authentication”. Click <OK>

! Authentication Methods

1 " Enable anonymous access:

Ise the following Windows user account For anonymous access:

1 User name: I ISR _BOSANOYA-TEST Erowse. .. |

‘ Password; I TTITYTITIT]

Authenticated access
For the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricked using NTFS access conkral lisks
W Integrated Windows authentication
[~ Digest authentication For Windows domain servers
% [ Basic authentication (password is sent in clear text)

[~ MET Passport authentication

Default dammains I Select.,,

[ Realm: I Select, ., |
QK I Cancel | Help |

9. Expand the “PPQ” branch, click on “App_Data”. Right click “sentinel.mdb” and select
“Properties”.

t Internet Information Services (I1S) Manager M= E3
‘_'_‘g File  Action Yiew ‘Window Help |;[i|5|
& = | @m| X B @m 2|) =
?Tg Inkernet Information Servic = | | Mame Path Status
(=175, 0 BOSANOVA-AY (local cc b
- FTP Sites Open
_| Application Pools Fermissions
I_'—_|__J Web Sites Browse
EQ Default web Sit Delete
@ PEsData o
_? PBESErvEr =
& eeg Refresh
&-_J App_De
_J hin
[#-_J Pictures Help |
---___J Report:
[ Prinkers
[ gl Rpo
[ g RpcWithCer
[+ g tsweh
Bl aspret_dlie
E) Gt
) BrotherDr
[+ Administration =
5 ... jrvnrnﬂ' cl—.ziJ 5 I I ﬂ
|Opens the properties dialog box For the current selection, |
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10. On the “File” tab check the “Write” checkbox.

Sentinel.mdb Properties K E3

" File | File Security | HTTP Headers I Customn Erors I ASPMET I
The content for thiz rezource should come from:
= Thed -d file:
d o another computer,
A redirection to a URL

Local path: YWPPOMApp D atakSentinel mdb
0
[~ Script sowrce access v Log wisits
¥ Read
v wwiite
'

(0]4 I Cancel Apply Help

11. Repeat this process with the file “PPQ.ldb” as well. If the file “PPQ.Idb” doesn’t
exist, start the “Web PPQ” by selecting (Start - Programs - PPQ - Web PPQ).
Ignore the errors (if any such appear) and close the browser window. The
“PPQ.Idb" file should appear now.

If after starting the service the “PPQ.ldb” still doesn’t exist, skip it perform the

changes only to the “PPQ.mdb” file.
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12. Gotothe IS PPQ folder (default directory is “C:\Inetpub\wwwroot\PPQ\") and enter

the “App_Data” folder. Right click “sentinel.mdb” file and choose “Properties”.

pub oot\PPQ\App_D =] E3
File Edit Wiew Favortes Tools Help ‘ lfr'
o Back - ) - b ‘ - Search |[* Folders | 3 X9 | [E-
Address ||j C:\InetpublwwwrootiPRQ App_Daka j Go
Folders X | Size | Type Date Modified

@ Deskiop 696 KB Microsoft Office Acc,.,  7/10/2009 3:1

D My Documents
=] ’J My Computer
j 3% Floppy (A S
[El “e* Local Disk {C:) Send To 2
) compan S

|

Open
Mew
Open With. ..

(5 CPQSYSTEM E:;y
|Z) Database For Sales Backup R
() Documents and Settings Create Shortcut
5 drdos Delete
=) hp Rename
= 15 Inetpub
15 AdminScripts
I Ftproat

1) mailrook
15 nntpfile
= 1) wwwroot
) aspret_client iz
I Ciri
= 3 PPQ
|7 App_Data
I3 bin
IC5) Pictures
|1 Reparts
(5 Micrasoft LaM valume
) Fragram Files
[ = Sentinel il || i
Displays the properties of the selected items. 4

Make sure that the “Read-Only” checkbox is unchecked.

Sentinel.mdb Properties

General I Securityl Summary'

L‘éjj ISentineI. mdb
Type of file:  Microzoft Office Access Application

Openz with: @ Microzoft Office Acces LChange... |

Location: CAInetpubhwwaroot PRO\App Data

Size: B3E KB [712.704 bytes)
Size on disk:  BI6 KB [712,704 bytes)

Created: Tuesday, June 02, 2009, 3:17:55 PM
Modified: Friday, July 10, 2009, 3:13:05 P
Acocessed: Today, July 15, 2003, 7:30:23 Ak

[ Hidden Advanced... |

Attributes: ]

QK. I Cancel Apply
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Go to the “Security” tab (if exists in your windows), Click on “Everyone” and select “Full
Control” from the list below

‘
Sentinel.mdb Properties HE3
General  Security | Summaryl

Group ar user names:

mAd iniztrators [BOSANDVA-AVAdministrators)
Evernone

F3 51-5.21-3466735703-264511549-423941 8753-1104

-_@ 5-1-5-21-34BE735709-264511549-4239418753-1106

€7 SYSTEM

QEE Users [BOSAMNDOWA-AV Y\ sers]

Add | Bemove |
Permizzions for Evernyone Aulla Deny
Full Cantral O
Muodify O
Read & Execute O
Read O
wirite |
Special Permizsions O O

For zpecial permissions or for advanced settings, Advanced |
click Advanced. —
ok I Cancel | Apply |

13.Repeat the process for the file “PPQ.ldb” as well.

14.Start the Registry Editor (by clicking Start & Run, and typing the command
REGEDIT. Go to following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Sentinel
right click it and select “Permissions...”

& Registry Editor

File Edit View Favorites Help

{1 Web Service Praviders ﬂ Mame: Type | Data

(0 windows [abDeFauicy REG 52 fvalue not set)
G Windaws Imaging Component
[0 windaws Media

(-] Windows Media Device Manager
[0 windows Messaging Subsystem
[ Windows MT

{0 windaws Script Host

{0 wisp

[0 works

- waCsve

B0 Mozila
- MozillaPlugins
- Mol
E
E

(] 0DBC

i Policies

{21 Program Groups
B0 Schiumberger

=7 50T
8=

- Collapse

[ew r

a: Eind...
g : Delete
D | Renamz
4 Export
B | r—.

B[] svsT

e =l
= Copy Key Mame
Wy CumDuter\HKEVﬁLmep“JARE\Sentinel

sl
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Allow all users (Everyone) Full Control over this registry key.

Permissions for Sentinel

Security |

Group or user names:

ﬁ Administrators (KIDAN Administrators) j

€7 CREATOR OwNER

Everyone

ﬁ Power Users [KIDAMYPower zers)

CYETER e
1 | B

Add... | Bemave I
Permiszions for Everyone Allow Deny
Full Cortral a
Read O
Special Permiszions a a

For special permissions or for advanced settings, Advanced |
click Advanced. =

,TI Cancel | Apply

Note: The registry instructions in the above clause only apply to Windows 2003
server, If you are using windows 2000/XP operating system, please follow the
instructions under “Registry permissions in windows 2000/XP”

15. Go to the temporary windows directory (usually c:\windows\temp),
right click it and select “Properties”, go to the “Security” tab and allow all users
(Everyone) Full Control over this folder.

Temp Properties

ﬁ METWORK SERVICE
ﬁ Power Users [KILANY-LPYPower Uszers]
€7 SYSTEM

€7 Users [KILANY-LPY  sers] =
| | E

Far zpecial permissions or for advanced settings, Advanced |
click Advanced. =

Add, I Remove |
Permizgions for Everyone Allow Deny
Full Cantral O =
M odify a
Read & Execute a
List Folder Contents O
Read a
‘write a
C mmminl Dmerninninna mn m ﬂ

[

Cancel | Apply |

PPQ Installation Guide



Installation under x64 operating systems

In order to install PPQ under an x64 operating system (OS), you must first install certain

components, some of these components are necessary since PPQ under x64 OS can't
work with an Access database. This limitation is because there is no “Microsoft Jet 4.0
OLE DB Provider” for the ODBC connection to the Access database under x64 OS
(please refer to Microsoft announcement on this issue under: http://

support.microsoft.com/kb/957570). Therefore, you must use and SQL server for the PPQ

DB, if you don’'t have a license for a standard SQL server database, you can use the
Microsoft SQL express 2008 database (prior versions of the SQL express don’t support
x64 OS).

In order to install PPQ on an x64 OS with SQL express 2008, you must install the

following software before starting with the installation of PPQ:

Internet Information Services (1IS)

Not Net Framework 2.0 SP2 for x64
Windows Installer 4.5

Dot Net Framework 3.5 SP1 for x64
Windows Power Shell 1.0

Microsoft SQL Server Express 2008 for x64

Only after you have installed the above software programs can you continue with the

installation of PPQ as described in the previous section.

After you finished installing PPQ according to the instructions, you need to follow

these additional steps:
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Checking the installation

Itis now time to check the server installation. Click “Start - Programs - PPQ - Web

PPQ?”, or go to http://localhost/PPQ in your web browser. After a short time you should

see aweb page similar to the one below.

rosoft Internet Explorer
Fle Edit View Favorites Tools Help 1

3 Back ~ - &G | Search Favorites 4 | - g (W] - e

Welcome: Admministrator Iuse default vl Release Mow 1 Resitme |
Search for: | in fleld: iJobName j criteria; m
Muraber of jobs : 0 Change selected jobs printer to: i Choose Printer.
| ;1_‘
|&] Dore l_ l_ l_ l_ l_ & Local intranet 4

Congratulations! PPQ is up and running!

If you don’t see the proper web page, please see the Troubleshooting section of this

installation guide.
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Firewalls

A Firewall is a device or software designed to block un-authorized communication.
Some systems (such as Windows XP) have built-in firewall software that blocks PPQ’s
communication. If a firewall is installed on the server/client’'s computer, it must be

configured properly before use.

The server and clients/devices needs ports 7001/7002 UDP/TCP open for correct

communication.

If you wish to connect to the web server from a remote machine you will need to open

the IS server port as well (usually 80/TCP).

We provide a script that can be used to automate the port opening process for “PPQ”
on Microsoft Windows Firewall service. The script (Firewall.bat) can be found on the
installation directory (default to “C:\Sentinel\”).

AWINEP system32' cmd.exe

C:stempstemp>firewall

This script will automaticly open Sentinel ports in Windows Firewall.
The script will add 4 settings to your system overall.
For more information please refer to Sentinel Documentation.

Are you sure you want to continue? [ysN1 y

Done?! — Have a nice day.
Press any key to continue . . .

C:stempstemp?

After running the script you will find 4 additional rules for PPQ(Sentinel) on the firewall.
If you are using a 3rd party firewall, please contact your systems/security

administrator.
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Configuring PPQ Server Settings

To configure the system you should log-in to the PPQsite. Click “Start - Programs - PPQ

- Web PPQ”, or go to http://localhost/PPQ in your web browser. Please note that in order

to be able to configure the PPQ server, you must log-in while you are signed-on as a local

administrator of the computer in which PPQ is installed in. After you have logged-in to the

system, select “Settings” from the left menu panel. If the left menu panel only shows the
“Jobs” and “History” options, it means the system didn’t identify you as an administrator.

/ZJ Settings - Microsoft Internet Explorer =0l

Card Reader Interface icense

Auto Sync

Monitor

Document Printing Quota Policy Email TCPSIP Cluster

Printing settings

Print option: [last document |

¥ illow web release by default

¥ &llow keypad releass by default
¥ Allow keypad release by card ID
[V Diisahle printing on printer srror
¥ Verify bill code

I Tpdate user linits by type

™ Confirm printjoh popup
[~ Show guota on panel

[¥ Show spooled times on jobs list

! sl
[&] pone ’7 ’7 ’7 ’7 ’7 - } Local inkranet ~

In the Settings screen, you can set up the system configurations. These configurations
are divided into several tabs you can choose from. After you make changes to any of the
parameters you must click the <Save Settings> button on the top-right corner of the

screen.
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Card Reader

The card reader settings set up the options related to the decoding of the card number
read by the RFID reader and other options related to timeouts of the messages sent

from the server to the device.

Timeouts: the time period (in seconds) that the device will display messages on the

screen before it will reset back to the default “Place card or enter code” message.

o Timeout showing information: Time period to display information messages,

such as “no jobs waiting for user”, etc...

o Timeout showing error: Time period to display error messages, such as

“unidentified card was used”, etc...

o Timeout showing selection: Time period to display the selection of print jobs
to be released when the print option for the user is “select by keypad”.

o Timeout showing copy: Time period that the device will open the copier and
allow the user to make copies, this timeout will renew after each copy was
made, so only if after this period of time no copy is performed, the copier

will lock.

Card number conversion will cause the PPQ to convert the card number read by
the RFID reader at the device from representation to another. . Thisis used to
verify that the correct card number is matched against the number in the users

table.

0 Convert Decimal To Hex: Will convert the card number from decimal to

hexadecimal representation.
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0 Read characters from card (Right): Will take only the X rightmost characters

of the card number.

o0 Read characters from card (Left): Will take only the X leftmost characters of

the card number.

o0 Convert Hex To Decimal: Will convert the card number from hexadecimal to

decimal representation.

o Ignore card leading zero: If checked, will ignore all leading zeros read by

the card reader.

o0 Increment constant number: Will mathematically add the card number that

was read to this number.
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Document

Delete unprinted jobs after [X] hours: In here you can specify how much time PPQ
will keep a print job in its queue in case a print was made by a user but never
released using the device. After this period of time, the job will be cleared, but an
entry will be placed in the history so there is an ability to issue reports about these

cleared print jobs.

Clear history after [X] days: In here you can specify the time PPQ should keep the

print jobs on the “History” screen.

Device active from time, & Device active to time: In here you can set the default
activity time for all devices, if left empty then the devices are always active. To set
an activity time, type the desired from and to times in the following syntax: HH:MM,
where the HH is in 24 hour format e.g. to set the default activity time from 8AM to

5:30PM, type: 08:00 and 17:30 respectivly.
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Auto Sync

The Auto Sync settings set up the options related to the automatic synchronization of
the Users Table with external resources, such as the Active Directory or external SQL

databases containing information about the users and their card numbers.

First you need to check the “Auto Sync” checkbox, and then you can choose one of

three synchronization options to work with:

Use LDAP to get users from active directory: This option will cause the PPQ
system to connect to the Active Directory (AD) using LDAP for each new user
printing through the system and retrieve its card number from a specific field in the
AD. You need to fill in the domain name and an AD user name and password
which have permissions to access the AD and get information. You also need to fill

in the name in the AD in which you placed the card numbers for your users.

Use SQL Server to get users: you need to fill in the connection string to the SQL
server, and the name of the table in which the users exists. The PPQ will compare
the username arrived from the metadata of the print job with the one at the “user
field name” and if they match then the data in the Card ID, first and last names will

be updated in the internal users table.

Use Random Sync to get users and Card ID: Will cause each new user printing
through the system to be added automatically to the users table, and a random
card ID will be issued to each user. This is useful in case the system is installed
without any physical devices (with virtual 0.0.0.0 devices intended only for

monitoring purposes without physical release).
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Printing

Print Option: If several print jobs are waiting for the user, you can select one of the

following options:
o AllDocuments: means that the user gets all of his jobs at once.

o Last Document: means that each time the user places his card he will get

the last job waiting for him. The order is LIFO (last in first out).

0 Select By Keypad: means that after the user places his card, if there are
more then 2 jobs waiting for this user, they will appear on the device’'s LCD
and the user can choose which jobs to release. If there is just one print job

waiting for the user, it will be printed.

Allow Web release by default: This option decides if the default option for users will

allow them to release print jobs from the web interface or not.

- Allow Keypad release by default: This option decides if the default option for users
will allow them to release jobs by typing their keypad code on the PPQ device’s

keypad or not.

.- Allow Keypad release by Card ID: This option decides if the users are allowed to
release their print jobs by typing their card ID number (unlike the keypad code) on

the PPQ device’s keypad.
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Disable printing on Printer error: This instructs the PPQ server to check the status
of the destination printer before releasing print jobs to it. If the printer status is

error, then the print jobs will not be released.

Verify billing code: When using a popup to select a billing code, this checkbox
decides if only billing codes that exist on the billing code table will be allowed to be

selected, or any billing code, even if it doesn’t exist yet.

Update user limits by type: Checking this checkbox will cause all limits to be
updated at the same time, so if a user printed 1 B/W page, all limits will be

decreased by 1 and not just the B/W limit.

Confirm print job popup: When using a popup to select a billing code, this
checkbox decides if after the initial popup selection, another popup will be shown
to the user with the billing code description, in order to confirm that this is indeed

the billing code he intended to.

Show quota on panel: Checking this checkbox will instruct the PPQ, after the user
has been identified, to show on the device’s display how many pages are leftin his

quota.

Show spooled time on jobs list: When using the “Select by keypad” print option, all
print jobs appear on the device’s display and you can select which print jobs you
want to release. Because of the limit of 16 characters, and in order to make it
easier to find a specific print job, the first 5 characters on the screen are the time
in which this job was spooled. If you uncheck this checkbox, then the time is not

shown and the job name has 5 more charactersinit.
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Monitor

Monitor jobs on printers with error status: Checking this checkbox will cause the
PPQ monitor process to look for printers with error status with print jobs that have
not spooled yet and therefore have not been submitted into the PPQ, andl submit

the print jobs anyway.

Monitor and activate the PPQ service: Check checking this checkbox, the PPQ will
start another process called “SNTMON.EXE” this process will send the standard
PPQ process “COMTCP.EXE” a UDP message every several seconds. If the
standard process doesn’t response to 3 consecutive messages, the monitor
process will kill the standard process and restart it. After checking the monitor
checkbox, you must type in the IP address of the PPQ server in the appropriate

checkbox.
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Quota Policy

Quota policy allows you to increment or set the quota limit of each page type (B/W, Color,
copies) automatically every certain period of time. You can define several quota policies,

and for each user select a different policy.

Quota Policy Settings
Default cquota policy: | Mone =
=elect policy to edit/delete: I j

Add Policy Edit Policy Delete Policy

Policy name: [sPs

TTpdate quota policy on day: of the month, and perform update every: |1 months

11

TUndefined Amount: & Increment © Resetto

BN Amount: 100 & Increment © Beset to

Zolor Amount: 200  Increment @ Resetto

Cheques Amount: I & Increment © Resetto

Copy Amount: I & Increment © Beset to
Add

Default quota policy: is the quota policy that will be selected to new users.

For each policy, you need to select in which day of the month, and every how

many months the policy rules will be performed.

For each policy, and for each page type, you need to select how many pages and
how the system will increment the existing quota by this amount or set the quota to

the specified amount.
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Interface

Seconds before AutoRefresh (0 for never): this will cause the web interface to be

refreshed automatically every certain period of time.

Email

Email Settings: This place allows you to set different mail settings
(server, address and report types) for real time monitoring of

different aspects.

License

License Code Settings: This area contains your current license for PPQ.

TCP/IP

TCP/IP Settings: These settings allow you to change the working
communication port of the system and LPR printing setting. Please note that

changing these settings can prevent the system from functioning properly.
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Billcode

Eill Code Settings

Default BilCode: |

Description: I

Add Bill Code:

EillCode: | Search BillCode

Description: | Add Billcode

BillCode Description

Edit Delete 111 Custotmer 1
Edit Delete 222 Customer?
Edit Delete 233 Custotner3

The system can assign to each print job a billing code. This code can then be used in
order to issue reports according the customers to which the jobs were printed and not

according to who printed the jobs.

Cluster

The PPQ system supports clustering. In order to set up the system to use clustering, you

need to first write the cluster name in the appropriate textbox.
You also need to take care of these settings:
The PPQ Database can be accessed from all nodes of the cluster.

The PPQ queue directory (by default c:\Sentinel\queue) is common to all cluster
nodes.
The PPQ print processor needs to be manually added to the cluster virtual printing

itself (copy the PPQ.dll file to the proper print processor DLL folder, and add the
print processor registry keys).
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Adding a new device to the system

Before using a new device, it must be configured properly.
1. Attach the new device to the network.

2. Click Start - Programs - PPQ - DS Manager

3. The D.S. Manager program will run and start looking for new devices.

&P D5 Manager - ¥3.6.6

Access mode:

Local Device Servers [auto-discovery by broadcast]

Refrezh

Statug | tAC | IP | Owner/Device n... |
= 0.200.0.0.50.84 1721E.6.12 [local) FFPO/PPO-12

Settings

Upgrade

il |

Iritialize |
Roaouting Status |
Buzz! |
Change IP |

4dd

((-(:‘\\ Click here to learn more about the auto-discoveny access mode, More info..

Device Servers on the local network. zegment. Thiz list iz created automatically by the DS Manager.

4. From the device list, select the device you want to configure, and double click it, the

device’s settings window will appear:
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i &Y Settings: DS <¥3.70+NL>

Metwork | Cnnnectionl Serial port' Outbound packet$| Al I

Owner name FFO
Device name PPE-12
i tAC-addiess 0.200.0.0.50.84
E DHCP [- Dizabled
|P-address 17216612
Part oo

Registration at dOMS Server | O- Dizabled
a5 Senver IP-addiess | [imelevant]

dDM5 Senver port [irelewvart]
Aubo-regiztration on Link, Sery| 0- Dizabled
PPFoE mode [- Dizabled

ERECE logim narme [irreleyant]

EFRFoE |ngin passwond [irelesant]
Gateway |P-addrezs 1721E.E1
Subnet mask 255, 255.255.0

Save Load Pazsword | ’TI Caticel

4

5. Click the <Load> button and select the predefined settings file from the PPQ
path. This will load all the standard settings for the device

x|
Loak ir: I_}' Sentinel j o E-
jleueue
[C1SDF
. DefaultDeviceSettings, ds
File name: IDefauItD eviceSettings Open I
Files of tpe: IDS Configuration zcript files [7.dz] j Cancel |

4
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6. now you need to set up the specific definitions which will match your network
environment and your PPQ system, these settings include:
IP-address
Gateway IP-address
Subnet Mask

Destination IP-address

After configuring the device itself we must configure PPQ to use it.

After logging to the system (click Start - Programs - PPQ - Web PPQ, or go to http://
localhost/PPQ in your web browser) click “Devices” on the left menu.

On the screen you should see all the devices currently configured. Pressing “Edit...” will
let you edit the settings for the selected device.

To add a new device, click on “Add New Device” at the bottom of the table.

\) Back - ) - [x] [2] .| Search Favorites 4=

Search for: l:l in field: Printer j critera: contains Li Search

IPAddress Printer CopyPrini Printer Type Location Description Edit  Deleie
172.16.6.12 Brother DCP-20650M Printer Print BW tech support Edit... Delete
Add New Device...

After clicking the link you will get the “Add Device” form.
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AN Edit Device - Microsoft Tnternet Explorer -

Bl Edt iew  Fawoibes

Gea:k- ¥ RL]

Tooks  Help

; Searth

Farecres {':"

- Wl

= *]

Address [f._] http:)iocahost PP |DevesiewEdt, aspec IPAddress=192, 1680, S5 Prrker=p Pi -1 - DA rinter Typa=2

Google| &~

ﬂb«:rlz

;ISMH.‘IL o - o | Bi- 57 sookmarks-

Edit Trevice
IPAddress
Location
TDrescription
CopyPriut

Prmter

Copien

Alternate Prnter
Heavy Dty Printer

Printer Type

Activity Tione

Trefanlt Printer Permassion

Prmter group
Fixed Dlonthly Bental Cost

Aubjust Copy

Blaximumn Pages To Confirm

MIaximnn Pages To Change Printer

Faree Bill Code

Count FsPel

Prmter Exception Users

Tsers

Price Undeflimed
Price BAW
Price Color
Prce Cheques

Price Copy

Update | Cancal

192.168.0.99
I
I
Primt -

Srnd - ?

| Sentinet1-Bw

B

From : # By Defanlt

Ta # By Defanlt © |

® Allow All © Dheny All

L “LUL I

|F-.d minigirator

Add Usar |

=
[
s

=
=1
Ot

15

1

It

=]

%4 Locd inktranet &
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IP Address: Enter the IP Address of the new device.

Location: In here you can describe the device location.

Description: In here you can enter the device description.

Print or Copy: In here you choose what is your machine type, it can be a printer, a

copier or a multifunction machine.

Printer: Here you get to choose which printer is attached to the device.

Copier: If the device is attached to a copier machine that is not a printer, you need

to give it an identification name since it doesn’t appear in the windows printers list.

Alternate Printer: Select an alternate printer to print the jobs if the main printer is

failing, this is only if the jobs are printed automatically and no card is used.

Heavy Duty Printer: If the “Maximum Pages to Change Printer” is lower then the
number of pages in the current job, the job will be printed on this heavy duty

printer, this is only if the jobs are printed automatically and no card is used.

Printer Type: Select the type of the printer (Black and White / Color / Cheques/

copy or undefined)

Activity Time: Select the time in which the device is active. If the fields are left
empty, then the activity time is taken from the default value in the settings. If the

activity time in the settings is also empty, the device is always available.

Default Printer Permission: Select which PPQ should allow prints from everyone

(with exceptions) or should deny all prints (with exceptions)
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Printer Group: In here you can add a printer group name. This field is used only in

the reports as an informative field.

Printer Group: In here you can add a printer group name. This field is used only in

the reports as an informative field.

Fixed Monthly Rental Cost: This field is used only in the reports as an informative

field.

Adjust Copy: Some printers report back, via the foreign interface cable, a wrong
number of copies (e.g. a printer always reports back that 1 extra copy was made).

Using this field, you can fix such problem.

Maximum Pages to confirm: This is used only for virtual devices (non physical
devices which are defined as IP 0.0.0.0). Here you can choose the number of
pages that will cause PPQ popup to start and ask for a confirmation in the user’s

workstation before releasing the print job.

Maximum Pages to Change Printer: Here you can choose the number of pages

that will cause PPQ to switch the printer to the Heavy Duty one.

Force Bill Code: When using the pop-up client, this will define the number of pages

that can be printed without entering a bill code.

- Count PS/PCL: This setting defines the way PPQ counts pages. You should leave

this box unchecked unless a different count way is required by the system.

- - Printer Exception Users: Whatever you choose “Allow all” or “Deny all” on “Default
printer Permission”, you can add the exceptions here. Select the user from the
users list and press <Add User> in order to add a user. To remove a user, select it

from the Exceptions list and click <Remove>.
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Prices: you can put in the prices per page for each of the page types, these

prices will appear on the reports generated by the system.

When done, Click <Insert>to add the new device to the devices list.

Upgrading the device’s network firmware

Sometimes there is a need to upgrade the device’s network firmware. Normally such
action is required only if the vendor’s helpdesk advise you to do so. In order to upgrade

the device’s network firmware (Tibbo unit) you first need a firmware file (*.bin).
1. Attach the device you want to upgrade to the network.

2. Click Start - Programs - PPQ - DS Manager”

3. Browse for the *.bin file supplied to you, and click the <OK> button.

The D.S. Manager program will run and start looking for new devices.

7 DS Manager - ¥3.6.6

Arcess mode:

Local Device Servers [auto-discovery by broadcazt] FRefresh |

Statug | AL | IP | Owner/Device n| Settings I
= 0.200.0.0.50.84 172.16.612 [local) FPO/FRO-12

Upgrade |

Initialize |

Routing Status |

Buzz! |

Change IP |

Add

Device Servers on the local network segment. This list iz created automatically by the DS Manager.
@ Click. here ta learn more about the auto-dizcoverny access mode. More infio...

4. Selectthe device you want to upgrade and click the <Upgrade> button.
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5. Browse for the *.bin file supplied to you, and click the <OK> button.

Upgrading the Device Seryer...

Select firrmaare file ko upload into the Device Server. Make sure pou

chooze comect firmware file.
Browse |

k. I Cancel |

6. The new device firmware will be loaded into the device, and the following message
should appear, click the <OK> button.

Upgrading the Device SEryer...

Firrnware upgrade completed succeszsfully

Ok |

7. Ifthe following message appears, click the <Retry> button and wait for the process
to finish.

Upgrading the Deyice Seryer...

|lpgrade completed successfully but the DS M anager was unable ko
lozate thiz Device Server on the netwark, after rebaoting it Maore info...
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Adding New Users

Before a user can print using PPQ he must be added to the system.

There are several options to instruct the system to automatically synchronize with external
sources such as the Active directory or an SQL server. To learn about how to configure
such automatic synchronization, please see “Configuring PPQ Server Settings” under the
“Auto Sync” Tab.

However, you can always add users to the system manually. To manually add a user, log
on to the PPQ web interface and click “Users” on the left menu.

field: [iser =] cnteri [eontaing = Search

Group Description CardID KevpadCode QuotaPolicy Undefined BAW Color Cheques Copy FEdit Delete
Admin 000044261 04363 Mone o 90000000 0 o o Edit . Delete

On the screen you should see all the users currently configured on the system. To edita

user click the <Edit...> link. To add a new users click <Add New User...>

You should see the “Add User” form.
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ZJ Edit User - Microsoft Internet Explorer

Fle Edb  Wew

.Ga.::k -

Favotites Took Help

i . L]
x| |2 (g | S sewch

 Favorkes 4 . G i - !J_

FAddrass | £ http:filocahost P PofUserewEdt. asp= A ser=Admnistrator &P rintoption=1

Google| 8 -

[&] ane

s | DS B [B > -

Edit User

User

Description

Cand ID»

Gronp

i e

Pont Option
Adminmstrator
Exception User
Save johs

Amto print

Allow Web Release
Allow Kevpad Felease
Alternate User
Eevpad Code
Temp Card IT)
Cmota Policy
TUpdate limits now
Force Bill Code
MMax Pages To Confinn
Message

BW Limit

Color Limat
Cheques Limit
Copy Lt

Undefined Limat

Update | Cancel

Addministrator

|F5377146704000

[Bdministrators

|

[use defautt =~
7

r

r

r

By Defauli 'I
By Drefault "I

L

% Local intranet

=100 %]

| L
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User: Enter the name of the user. This name must be the same as the user login

name on the Windows system.

Description: Add here any description you want about the user.
- Card ID: Enter the card ID of the user.
- Group: Enter the group to which the user belongs.
- Mail: Enter the user’s email address

Print Options: This setting override the same settings as defined on the General
Settings page. To keep the default settings, set it to “use default”. To see the meaning
of each of the options, see “Configuring PPQ Server Settings” under the “Printing”

Tab.

Administrator: Checking this box will set the user as an administrator for the PPQ
system. An administrator can connect to the PPQ web interface from remote
machines and get the administrator menu as shown above (hon administrators will

only see their own print jobs).

- Exception User: This is an informative field in the database that can be used for

external purposes.

Save jobs: Checking this checkbox will cause all print jobs sent by this user to be
saved into a folder. This allows the system administrator to reprint the user’s jobs and

see what was printed by this user.

Auto print: Checking this checkbox will cause all print jobs sent by this user to be
automatically released and not wait for the user to place its card. However, the print

job information is still logged into the database.
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Allow Web Release: Selecting the “Allow” option in this combo box will allow the user
tolog on to the PPQ server web interface and release his jobs without using the

reader device.

Allow keypad release: Selecting the “Allow” option in this combo box will allow the
user to release print jobs by typing his card ID or keypad code in the keypad of the

device. If the “Deny” option is selected, then the user must use only his card.

- Alternate user: In here you can select another user name (hereatfter: user2), and the
first user can release the print jobs for the second user as well. E.g: if you have a
manager that has several assistants, you can put the manager’s user name as the
Alternate user in each of the assistants, and then all of them can release print jobs

for the manager.

- Keypad code: Sometimes the card code is very long, and if the user wants to be
able to type the code on the keypad of the device instead of using a card, itis a very
long code to type. In here you can add another number that will be the user’s

keypad code.

- Temp card ID: If a user forgot his card, you can write here another card number that
will be used for this user, this allows you to give the user a temporary card without

deleting the original card number for this user.
Quota Policy: In here you can select the quota policy for this user.

Update limits now: After selecting a quota policy, you can force the PPQ system to
update the user’s limits according to the quota policy. The default value for a new
user is to update the quota and the default value when editing an existing user is not

to update the quota.
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Force Bill Code: When using the pop-up client, this will define the number of pages
that can be printed without entering a bill code. This definition overrides the definition

selected in the Device for the specific user.

Maximum Pages to confirm: This is used only for virtual devices (non physical
devices which are defined as IP 0.0.0.0). Here you can choose the number of
pages that will cause PPQ popup to start and ask for a confirmation in the user’s
workstation before releasing the print job. This definition overrides the definition

selected in the Device for the specific user.

Message: Amessage that will be presented to the user while accessing the web

interface.

[X] Limit: These areas allow you to set a printing limit to different print types (B&W
prints, color prints, etc...). Please note that setting the fields to O (zero) will disable

all the prints for the current type. To set fields to “unlimited” leave it blank.

After configuring the user press <Add> to apply the settings.
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Databases

The standard installation of the PPQ server is using the Microsoft Access Database to
store all the data related to the PPQ activity. Microsoft Access itself is not required to be
installed on the computer. PPQ is using the MDB file directly. However, if you choose
(and have a proper license for it), you can install Microsoft Access and use it to open the
PPQ Database file (usually located under C:\Inetpub\wwwroot\PPQ\App Data\PPQ.MDB)
and then you can make additional reports and further use the data collected in the

system.

Changing the Access Database into SQL Database

If you don’t want to use the Microsoft Access Database, you can set the PPQ server

to work with an SQL server database, to set this up, follow these instructions:

1. Editthe file C:\inetpub\wwwroot\PPQ\web.config according to the following

scheme:

<add name="DatabaseConnection”
connectionString="Provider=SQLOLEDB.1; Server=<SERVER_NAME>;
Database=PPQ;Uid=<USER_ID>;Pwd=<PASSWORD>;"

providerName="System.Data.OleDb" />

Note: usually there is a line in the file that starts with:

<add name="DatabaseConnectionl"...

This line is intended for the SQL connection string, and you can remove the “1”
from this line, add the “1” to the line above that was without it and edit only the

<Server Name> <User ID> <Password> fields.
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1. Openthe registry by clicking “Start - Run” and typing “regedit”, and browse to the
key

2. Startthe Registry Editor (by clicking Start - Run, and typing the command
REGEDIT). Go to following registry key:
HKEY_LOCAL_ MACHINE\SOFTWARE\Sentinel\Settings\
and edit the value “DbConnectionString” to be the same as the value you typed in

the web.config file.
3. Adding the database to the SQL Server:
A. Build a new database with the name “PPQ".
B. Right click the new database, and select Tasks - Import.

C. Selectthe MDB file under C:\Inetpub\wwwroot\PPQ\App_Data\PPQ.MDB and

choose a destination — SQL.
D. Selectthe “Copy Data” option (not “Write”) and choose “Select All”.
E. Mark the “Execute immediately” option.

4. Gotothe PPQ - Tables and right click the first table, choose the “Modify” option (in
SQL 2005) or the “Open Design” option (in SQL 2000). Then make the following

modifications to each of the tables:
A. Ineach ID field, verify that the “Identity Specification” = YES.
B. If the function “Allow Null” is checked, uncheck it.

C. Verify in all tables that no field is defined as “Float” field type, and if so

change it to “Integer” field type.
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Logging and Errors

The log is where you can see all events, errors and warnings occur is the system. To get

to it, simply click “Log” on the left menu.

Log - Microsoft Internet Explorer

Edit Miew Favorites Tools  Help

) Back - - =] 2] o | Search Favorites 41 | -

[ [ ]

3,
L

| Address 1 it

HNuraber of events : 10

Type Code Event

3000 Unauthonzed card was used

3000 Unauthonzed card was used

3003 User has reached its livnit for this page type
3002 User is not allowed to print to this printer
3002 ser is not allowed to print to this printer
5001 Start ComTep Scheduler

5007 ComTep is Loading

3005 Eraluation Period is expired

5001 Start CorTep Scheduler

5007 ComTep is Loading

CEBCCEFES

|| €7 Log - Microsoft Intern...

Logged

102009 3:13:05 PV
102009 3:12:59 PV
GI1702009 4:01:53 PM
BI1TI2009 3:39:36 PV
GI1T2009 3:57:50 PV
AILTI2009 3:45:11 PV
AITI2009 3:45:11 PM
61702000 3:31:03 FI
61702000 3:31:02 FM
Af1702000 3:31.02 FI

EPENT

Export
Info
Device [P = 172.16.6.12, Card [D = 1234
Device [P = 17216612, Card [D = 1111
User: Adrinistrator, Page Type: BV
User: Administrator, Printer: Brather DCP-8065DH Printer
User: Administrator, Printer: Brather DCP-8065DH Printer

S BE
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Reports

After the system is running for a while, you will probably want to issue some reports to

better understand and improve the behavior of your organization’s printing system.

In order to generate reports, simply click “Reports” on the left menu

Report Type Filter Dates Filter Resulis By

 Printer Summary & al I™ Printer
© Printer Detailed © Last Day - ™ User
© User Suarary Crome [ |mE T Rillose
€ User Detailsd Ta l:| =

 Billcods Surrary
" Billcods Detaled Filter Status

" Billeode By User V¥ Printed C
¥ Printed I
- ¥ Printed W
Group Suary W Printed 4
€ Mudser of jobs by page-count ¥ Printed P
¥ Printed T
¥ Copied
I Delsted
™ Cleared

" Billeode By User Table

© Top 50 jobs by page-count

|2 8RE

There are several types of reports that can be issued from the system, each of these
reports can be filtered according to dates, according to the job status and according to

some data fields such as printer, user and billcode.

After you finished selecting the report type and the filters, click the <Execute> button to

view the selected report.
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Troubleshooting

Failed to add PPQ Service

Symptoms

When trying to start the PPQ service, you see that there is no such service added to the
system. If you look at the file “c:\Sentinel\service.log” you see the following error: “ Failed

to create service PPQ, error code = 1073".

Cause

Sometimes there are other services that may use the same name “PPQ” and when the

installation program tries to install the service it fails.

Resolution
Change the name of the service and try to add it manually. Follow these steps:
1. Open the file “c:\\Sentinel\service.ini” using notepad.

2. Under the section [Settings] change the key “ServiceName” to something else, for

example change it to: ServiceName = SPSPPQ
3. Savethefile.
4. OpenaDOS box command line, and change the directory to “c:\Sentinel”.
5. Write the command “service —i".

6. Openthe services and check to see if the PPQ service was added in the new

name.
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Failed to access IIS metabase

Symptoms

When trying to start the PPQ web page, you get the following error:

Cause

Server Error in JPPQ" Application.

Failed to access JIS mretabasea.

GeFirpllofe & whireied cotiplon S0 el chrrs) T cotuline of 15 Darerd ssih aadpei | Pieass sovitwy [Be it et Nix foes Pl Sl e e ofed wiherd §drgeind
W

EHceplion Delails Syl on b Heann ol st colin Falid 13 sodsss IS fulelass

The pracess scrount used o ran ASPAET must Bave read accass io the 115 mefabase (o0, 115: f feprvernama fWISVEC)L Forisformalion ca
mnddying metabsce parmriuginng, plaaes sas hitgf faupE-artml crns ol om thiid = 26T 5.

fource Errar:

An unhazd Led sxospsion ualE geEnetased during che sxesesion of the ourrent weh Tequesas. Informasion reparding she
oragin and looarion of che =xosprion oan ke idessifiesd us=ing the seoepricn mcaock traoe below,

Stk Trace:

CHortingEmnrcmmamticciptson: Falled to acceee ITS mebabacs.
Spark e, el ul-lglri. 1en. l'l:t.lh-::l:hl-.l:rﬂcnl' -8 Iql:‘LJIC-u:Mn;}Hrl 9 :|1.::ID YurbtaslPath path) 5402132
SPtes il Do | i 8T 0, Pt b es e rearCand| :-rﬂ-“'" el o 3 B, B0 Mg Path, Hag® athi{ it 'l:l Finell, wirmelPerh wvpath) +3
fpet a, Wbl Ha g1 g, et Rl MMP‘M tunl [rtual Pat I\.-l-rJ.I Fate, Bealent pErmr AT +ik
' -Pil:ﬂ:-l':l --1r|: curl:Plth‘l +502
hoaral St=ng oandiplathy a4
Fy s '..1: oo gRATh +24]
S ot 1onfa [} +HiE
Syater. e, CachedPathData. Saki 'IPIMI:In‘. i r'u.'l"‘n.h wi rfunlPath, Em-l:-an pemmitPathedutaideipon] +3195851
Srt e Wi D0 e | g BT 1, Bt ideloa i g.herl artlmeCont i gUietsalPath s4th] -13%

hl'\u.l;.:.

Werslon Infaemst] om st PET Frassaon version 2005078 o &SP RET vevsin 20 5700 )

This error usually occurs when the 1IS was installed after the DotNet Framework 2.0

was already installed. Then the rights to the ASPNET user are not set correctly. The

DotNet Framework must be installed after the IIS.

Resolution

Run the command

“C:\WINdows\Microsoft. NET\Framework\v2.0.50727\aspnet_reqiis -i”

If it fails, try the following course of action:

1. Uninstall PPQ, DotNet Framework 2.0 and IIS.

2.

3.

4.

Install lIS.

Install DotNet Framework 2.0.

Install PPQ.
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Wrong user name appears in the web interface

Symptoms

When running the web interface, the same user name always appears (usually starts with
the prefix “lIUSR_":

@Back - ) - [¥] [2) (0| search cFavorites - oW - LB

Weloome: Administrator use deraull 7] | Releaselow | | Resume | Hold | ] |

elete
Search for: infield:  [JobName =] e [eontains =] Search
Murber ofjobs :0 Changp selscted jobs printsr to “hoose Primer = Gl

Cause

This error occurs when the IIS is using the “Anonymous access” instead of the

“Integrated Windows authentication”.

Resolution

Follow step No. 8 in the installation process to set the proper settings.
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HTTP Error 404 - File or Directory not found

Symptoms

When trying to start the PPQ web page, you get the following error: “HTTP Error 404 -
File or Directory not found”:

/Z} The page cannot be found - Microsoft Internet Explorer [ [O] x|

Eile Edt Wew Favortes TJools Help W
Deack » €3 - [ @) Oh] O search Yeravorkes @ | (3 T ] - O &
Address |g'] httpef focakhost/pra) d ed o |Li1ks =

The page cannot be found

The page you are looking for might have been removed, had its name changed, or
is temporanly unavailable.

Please try the following:

» [Make sure that the Web site address displayed in the address bar of your
browser is spelled and formatted correctly,

» If you reached this page by clicking a link, contact the Web site
adrninistrator to alert them that the link is incorrectly formatted,

e Click the Back button to try another link.

HTTP Errar 404 - File ar directory not found,
Internet Information Services (I11S)

Technical Information (for support personnel)

e o to Microsoft Product Support Services and perform & title search for the
wards HTTP and 404,

» Open ITS Help, which is accessible in IIS Manager (inetrngr), and search
for topics titled Web Site Setup, Common Administrative Tasks, and
About Custom Error Messages.

|&] Done I_ = I_ I_ = Iij Local intranet

Il
4

Cause

By default, when IIS is installed on any version of the Windows Server 2003 family,

IIS only serves static content (HTML).
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Resolution

First check that the IIS is running, and the “Default Web Site” is not stopped. If it is
running, and you may need to permit IIS to serve content that requires a specific

ISAPI or CGI extension that is already listed in the Web service extensions list, follow
these steps:

1. Open lIS Manager, expand the master server node (that is, the Servername node),
and then select the Web service extensions node.

W Internet Information Services (115} Manager Hi=E|
¥9 Fle Action  View Window Help | =& x|
¢» | BEFER2E|E| ) 110
P'J Internet Infarmation Services . web Service Extensions
[, 8 5P55RY {local computer)
_-J .C\pplice_ltion Pools £ | Wb Service Extension | Status |
E‘—-J Web Sites ) SF Al Unknown CGI Extensions Prohibited
Lo Default Web Ste Al “F Al Unknowin ISAPT Extensions Prohibited
i - Microsoft SharePaint Admir | | st lloed
. [+-f&¥ SharePoint Central Adminis Prohibit ' AP NET v1.1.4322 Alld
¢\ [-fb compammweb s ' o
) e il Properties %8 ASP.HET v2.0.50727 Allowed
§ FrontPage Server Extensions 2002 Allowed
9 Inkernet Data Connector Prohibited
Tasks § Microsoft Exchange Server Alloed
§ RPC Proxy Server Extension Alloved
L 2dd a new Web service extension. .. Q Server Side Includes Prohibited
) %] webDay Prahibitd
2 allow all Web service extensions for a g Windows SharePoint Services Alloweed
specific application...
1L Profibit ll Wb service exkensions
@ Dpen Help
4] | _’I Extended 4 Standard /

2. Inthe right pane of [IS Manager, make sure that the “Active Server Pages”

extension is allowed and that the ASP.NET v2.0.50727 is allowed.

3. Resetthe IS service by typing “ISRESET” in the command line.
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Could not use “; file already in use.

Symptoms

When trying to start the PPQ web page, you get the following error:

‘2 Could not use *; file already in use. - Microsolt Internet Explorer =10 xj|
Fle Edt Vew Favorites Tools Help i
Do - ) - %] 2] £ P Sgrmores €2 (- 12 [F [ §

Address [&] http:/flacalhost fsertinelf ] B ks

Server Error in '/PPQ' Application.

Could not use “; file already in use.

Description: An unhanded sxceplion oocurred durng the execuiion of the current wib request. Plisase eview the stack lrace for mone
Iinfermaticn about the error and where & originated inthe code

Exception Details: System Data Clelb OleDbException: Could not use *, fie siready inuse
Source Error:
An unhandled exception was generated during the execution of the current web regquest.

Information regarding the origin and location of the exception can be identified using
the exception stack trace below.

Stack Trace:

[ClebbException (0x80004005) : Could not use "'; file already in wse.]
System.Data.0leDb,.0] eDbConnectionInternal . . ctor{0lebblonnectionString constr, 0leDblonnection connect
System.Data.01eDb. 0] eDbConnectionFactory.CreateConnection{DbConnectiondptions options, Object poolGro
System.Data.ProviderBase. DbConnectionfactory . CreateNonPool edConnection (DbConnection owninglonnection, ¥ ||
4] | v

&} Done I N tocalintranet

Cause

The database is currently locked by the PPQ service because the right permissions
haven’t been set on it. To verify that this is indeed the problem - stop the PPQ service -
Goto “Services” (Start - Settings - Control Panel - Administrative Tools - Services),
Stop the PPQ service by right clicking “PPQ” and choose the “Stop” option. Now go
back and refresh the Web PPQ page and it should load without the problem.
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Resolution (1)

1. Make sure the service in running. If you stopped it — start it again (In the services
section — click on the PPQ service and click on the start button).

2. Open the File Explorer and navigate to:
C\Inetpub\Wwwwroot\PPQ\App_Data\

3. Rightclick on the file “Sentinel.mdb” and click properties.

4. Click on the Security tab. If you don’t see a security tab, close the properties
window and open the Tools menu and click Folder Options. Click on the view
tab and remove the “V” mark from the last option: “use simple file sharing

(Recommended)”.
e s Folder Options EJE‘
™
o ' Y
General | Yiew | File Types | Offine Files
- Falder views
B L: S You can apply the view (such as Details or Tiles) that
- i you are using for this folderto all folders.
HH
[ Aoplyto Al Folders | [ Reset Al Folders
Advanced settings
[] Launch folder windows in a separate process ~

1) Managing pairs of Web pages and folders
(3 Show and manage the pair as a single file
(> Show both parts and manage them individually
() Show both parts but manage as 3 singls fils
Remember each folder's view settings
[ Restore previous folder windows at logon
[] Show Cortrol Panel in My Computer
Show encrypted or compressed NTFS files in color
Show pop-up description for folder and desktop items
Use simple file sharing (Recommended)

v

Restors Defaults

oK ][ Cancd J[ ey ]

Click OK, confirm and go back to the folder.

1. Right click on the “Sentinel.mdb” file and choose properties. This time you should
see a security tab, choose it and Click the “Add” button.
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Sentinel Properties

General | Securty | Summary

Group or user names:

!ﬁ Administrators (JEDAdministrators)
€3 Intemet Guest Accourt (QEDNUSR_QED)

€7 SYSTEM
€7 Users (QEDUsers)

ﬁ Launch IS Process Account (JEDWWAM_QED)

Add... I | Remove |

Pemissions for Intemet Guest
Account Allow Demy

Full Control [

Modify O

Read & Execute O

Read O

Wiite O

Special Permissions
For special pemissions or for advanced settings.,
click Advanced. =

Lol cancad o [l pophv |

In the Textbox type “Everyone” and click ok.

Select Users or Groups

Select thiz object type:

PIX]

ILIsers, Groups, or Built4n securty principals

| [ Object Types... ]

From this location:

o

|[ Locations. .. ]

Enter the object names to select {examples):

Everyone|

Check MNames

l

oK

J[ Cancel ]

1. Repeat these actions with the file “sentinel.ldb”.

Then click on “Everyone” and mark the checkbox in the “Full Control” box under

“Allow”. It will automatically mark all other checkboxes under “Allow”. Click OK.

2. Now you can access the web PPQ with the service running.
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Resolution (2)

If after the first resolution you still have the same problem, follow these steps:

1. Open lIS Manager, expand the master server node (that is, the Servername node),
and then under Web Sites - Default Web Site, select PPQ site. Right click the
site and select Permissions.

¥4 Fie

W Internet Information Services {I15) Manager M= E|
N N N T

Action  Wiew Window  Help

co | EE XERAR2E|E]r 8

) Internet Information Services | Name [ Path
(350 BOSANOVA-AY (local comp | App_Data

| Status

| FTP Sites _Jhin
_J Application Pocls
) Web Sites

E-§ Default Weh St
- @ PBSData
[ ) PBServer

_J Pictures
_JReports
| bkgnd-0.png

| bkand-3.png
| bkgnd-8.png

o Explore
Ry Open

s Browse

Hew

Delete
Refresh

Set Permissions

Rl Permissions
t

All Tasks

Export List...

Propetties

>

3

il g AT e
FE-f) Micro: ey Window From Here
& e B

-E
erk, asp

p.config

| of

2. Click on “Everyone” and mark the checkbox in the “Full Control” box under

“Allow” column.

W

Eﬂ.l'i:yl

G of Lissr names:

ﬁ Admivistalon [FEFHE S dminstraton) =

Irherreet (et Account [LFREAMUSR_KEFHE4)

SPRTER E
T | »

Audd | B |
Paimizsiore: for Evanpone Algws [any
Ful Contiol | o =
Hodiy a
Fead & Expcute [= O
Lisk Fodder Contenis | O
Read a

eiie r O =

For special peimissions o for edvancad seifngs,
clck Advarcad

3|
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Configuration Error

Symptoms

When trying to start the PPQ web page, you get the following error:

 Configuration Error - Microsolt Internet Explorer

Fle Edt Vew Favortes Tooks  Help ar

DEak = &) v [q @) @8] S search Favorites ) v g = o

airess [€] hitp:flocahosiPPQs =] Edso |uinks = |y - |

F. | ; H

Server Error in '/PPQ' Application.

Configuration Error

Description: An error occurred during the processing of & configurstion file required to service this request. Please reviewr the specific error details

befone and modify your configurstion fie appropristely,

Parser Error Message: Lnrecognized edribute ening!.

Source Error:

Line 92 --3

Line 10:

Line 11: cconfiguration smlns="http://achemas microseft. com/ . NetConfiguration/v2.0"s

Line 123 :cun?luSectwnss

Line 13: <sectionGroup names="customSection”:

Source File: CnetpubitwwsvrochSaminelweb.confiy  Line: 11

version Information: Microsofl NET Frameveork Yersion:1.1.4322.2407, ASP NET Version 1.1 4322 2407

=

[&] pane [ [ [ Ndvocd inwanet V

Cause

This error occurs when the PPQ is using after the DotNet Framework 1.4 instead of

the DotNet Framework 2.0.
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Resolution

Goto IS Settings (Start - Settings - Control Panel - Administrative Tools - Internet

Information Services). Expand “Local Computer\Web Sites\Default Web Site”. Right click
“PPQ” and choose Properties”.

( Internet Information Services (IIS) Manager M=l E3

‘_'_Lg File Action Wew window Help

JETES]

«~ | @mE2E|[2]r =m0

?_’J iInkernet Information Servic = | | Computer | Local | ersion

[ status

=55, 8 BOSANOVA-AY (local cc
-] FTP Sites
_,_J Application Pools
£l ‘Web Sites
Bg Defaulk Web Sit
[ g PESData

L IBOSANOYA-AY (local computer) es 15 v6.0

w T mm oL

L
[m]

? PEServer
B4 #’F

Explore
Qpen
Permissions
Erowse

Mew 3

Al Tasks 3

Mew Windows from Here

Delete
Refresh

el
[+

|2 R RN RN

s
L
s
]

Help

I
Opens the properties mamg'nmmmbn.

Properties

Go to “ASP.NET” tab and make sure that the ASP.Net Version is 2.X

i PPQ) Properties

Virtual Directary I Documents I Directory Security

HTTP Headers | Cuskom Etrors | BITS Server Extension ASPLNET

* ASPnet

)

|

{

4 ASPNET version: IZ.D.SDTZ? j
Yirkual path:

© File location: I CtlinetpubluwwrootiPPOLweb. config

|

| File creation date: I SJ16/2009 12:25:16 AM

|

{  File last modified: ISJ'IS;’ZDDQ 12:25:16 &M

. Edit Configuration. .. |
4

1

0K I Cancel Aply | Help
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Service Unavailable Error

Symptoms

When trying to start the PPQ web page, you get the following error: “Service

Unavailable”

Cause

This issue may occur if the server that is running Microsoft Internet Information
Services (11S) 6.0 is also a domain controller. The problem occurs because the
Application pool is using the NT Authority\Network Service account, and the NT
Authority\Network Service account may not have permissions to access the required

folders.

Resolution

To resolve this problem, manually set permissions on the folders for the IS WPG
group, and then set permissions on the folders for the NT Authority\Network Service

account.

To set permissions on the folders for the IIS_WPG group and the NT

Authority\Network Service account, follow these steps:

1. Start Windows Explorer, and then open the following folder:

%systemroot%\Help\iisHelp

2. Intheright pane, right-click the Common folder, and then click Sharing and

Security.

3. Clickthe Security tab, click Add, type IIS_WPG, and then click OK.
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1. With IS_WPG selected, click to select the following check boxes under the Allow
column, and then click OK:
* Read and Execute
* List Folder Contents

* Read

2. Repeatthe above step with the NETWORK SERVICE instead of IIS_WPG.

3. Open the following folder:

%systemroot%\system32\inetsrv

4. Intheright pane, right-click the ASP Compiled Templates folder, and then click
Sharing and Security.

5. Click the Security tab, click the IS_WPG group, and then click to select the Full

Control check box under the Allow column. Click OK.

6. Repeatthe above step withthe NETWORK SERVICE instead of IS WPG.

7. Open the following folder: %systemroot%

8. Intheright pane, right-click the IIS Temporary Compressed folder, and then click
Sharing and Security.

9. Clickthe Security tab, click the IS_WPG group, and then click to select the Full

Control check box under the Allow column. Click OK.

10.Repeat the above step with the NETWORK SERVICE instead of IS_ WPG.

11. After you have completed these steps, restart the 11IS Admin service from the

Services snap-in or from the Computer Management snap-in.
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Registry permissions in windows 2000/XP
Overview

The PPQ installation requires you to change the permissions of some registry entries,
and enable “Everyone” to read/write to it. The reason is that the last job number is
stored in the registry. However, if you are using Windows 2000/XP and the way to
change the permissions is different then Windows 2003.

Details
To edit the registry permissions in the Windows 2000/XP operating system
1. Press Start - Run, and then type regedt32 or regedit.
2. GotoHKEY_LOCAL_ MACHINE\SOFTWARE\Sentinel.

3. Fromthe Edit menu (or Security menu in Windows 2000), select Permissions.
Checkto seeif “Everyone” appears in the list. If “Everyone” is listed, complete
procedure A. Otherwise, complete procedure B.

A. If*Everyone” appears in the list:

a. Select“Everyone”, and then select the Full Control and Read
checkboxes in the Allow column.

b. Click Apply and OK, and then exit the registry editor and restart your
computer.

B. If“Everyone” doesn’t appear in the list:
a. Click the Add button.

b. Type “Everyone” inthe Enter the object names box (or select the

local network in the Look in box in windows 2000).

PPQ Installation Guide 53



a. Clickthe Check Names button, and wait until “ Everyone” is
underlined.(or select “ Everyone” and click the Add button in
windows 2000) , and click OK

b. Select“Everyone”, and then select the Full Control and Read
check boxes in the Allow column.

c. Click Apply and OK, and then exit the registry editor and restart your

computer.

Job ID number is inconsistent or not advancing

Symptoms

The PPQ is saving the last job number as a key in the registry, this key must have
write access permission to all the users using the system. If you forgot to allow writing
access for all users (usually everyone a full control, for this specific registry key), then
PPQ can'tadvance the last job ID and the job numbers are staying the same. Another
possibility is that PPQ can’t access the registry key at all, in this case PPQ will assign
arandom number as a job ID, but if there are many jobs, this number can sometimes
collide.

Resolution

Add a writing permission to the PPQ registry key as described in the installation

process.
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Error in File C:\WINDOWS\TEMP... when trying to make reports

Symptoms

When trying to make any report from the PPQ system, the following error is received:

TRLrror m Tk CE PEIOWS  TE Sumrinter {70002 1151000 -S40 -12 542 5T Rrpt <br 2Access: - Microyolk intermet Beporer S

He B few Faores [ook Hep i

Bk v £ < (2] 2] ) A Seerch G Peorter £ * i [

— |4E|‘N:‘Ip rmmr-ﬂrrﬂ.em L ﬂ.jfd ——
= |

Server Error in '/PPQ" Application.

Error in Fife C:\WINDOWS\TEMP\SumPrinter {B73E0804-2115-483F-04EC-B254257C053C ). rpt:
Access o report fife denied. Another program may be using it.

DhE £ Fi PO AN iy S0 S0 GCOurm et during 17 & xnC ulion O [he CUREnT Yweld Pt S, PRea S rayisw T S150K 1000 Ror Sedad TGN oot L Smor and winer e | Orginised in Lhe Cod.

Ewception Details: Syuen Punlime inleropSersce s COMExoaplion: Erros o Fie CWWRDOWETEWFEuririnder (BT 3E08004- 21 1 S ABEF-SeEC BOSL ISP ODES rpt
Actess (o repad e dersed. Ancifer progran miny be using £

Souroe Effar:

An unbandled sxception was genscatsd during the sxscution of che curcent web cequest, Information cegarding the oraigin snd
location of Ehe =iception can be identifi=d uming the exception ztack Ermce below.

Stack Trace:

[OMException (0<B0000220%: Errar in File CoMWINOOWE, TEMPS SumPrinter {BFEROB0S-2115—SHEF-BabC-B2EA2EPDETC . rpk:
Accers T repart file denied. Snather program may be using 15,7
Crystallecisions. Repartapplerver. 11 entDoc. Reparol 1 entiocumentClass dpenfdbyeced DocumentPach, Ine3d dprions) 0
Crystallecisians. RepartapplServer. Beparol 1 entDocumentwrapper. . Open{dbyectd DocumentPath, Iacia apclons} +87
':r:.'s:a'IDtuslnns.hmr:ﬁppiermr.Eepnr:\tlun:l:-ocumnfﬂnpper.En:urm:umn:lﬂpened{} +ara

[Excepzion: Load report Failed.]
CrystalDecisions.Eepartappierver, Eeporcc]ientDocumentwrapper, Ensurebocument Isopened(} +340
Crystallecisions.Crystal Feparts. Engine, Feparsbocument, Laad{SEring £11ename, uu-nu-pgrrﬂgl-lud apendethad, Intl6 parentioh) +870
Cryntallncisions.cryatal Baparts. knging, RepartOacument . Load{String Filanamy +
Reparts. benbsecute C11ck{dbiect sender, Cuventdrgs e} +787
Systen.wWeb UL Weblantral s, Buttan.. ﬂrlCth{I:uen-ﬂ rgs el 105
Systenweb. UL Weblantral . Button. Bal sePostBackEvent{iTring eventérgument) +107
S\_,-s e wheb L U WebZantral 5. Butoon, SystenwWeb. UL, IPasthackEventHand] er. P:Ms-tPoscBackE\-tn:\S ring :vencﬂ-rqnntn: +7
e wWeb. UL Page., EmstPos BackEvent{IPastlackEventHandler sourcefontral, String eventdrgument) +11
Temu'web, UL, Page, Ra sefastlackEventiHarevaluedo] lection posiData) +13
zem,weh, UL, Page, ProcessRequestMainiboalean includescagesiefareasyncPaint, Boolean inclpdestagesifeerasyncPoint) +5102

version Information: Moosor KET Framework version 20 50727 &2 ASP MET viersion 2 050727 42

[E]oone I [ Slocalinbant
Cause

The PPQ is using Crystal Reports to create its reports, and it requires access to the
windows temp folder to make some temporary calculations before generating the
reports. This error occurs when the Crystal Reports don’'t have access to the windows

temporary folder (usually c:\windows\temp).
Resolution

Add a writing permission to the windows temp folder as described in the installation

process.
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The ‘Microsoft.Jet. OLEDB.4.0’ provider is not registered

Symptoms

When running the web interface, the following error appears on the browser:

24 The Microsolt. Jet.OLEDE.A.0" provider | not registered on the local machine, - Microsoft Intemet Explorer e =18 =]
o [t Wew Favorkes Took e i
C© - 1x) B | e Lt @) (e L 2
Agsress |1 hkgillecshasti PP = Ese |
=

Server Error in /PPQ" Application.

The 'Microsoft. Jet. OLEDB.4.0" provider is not registered on the local machine.

Deseription: Anuihanded scosplion cooianed daing the sxecuion of (he curenl vk iegarl Pleaibs sivisw 1t dack Iracs fior mo ool on sl he s i winn § ongreted in The code
Enception Details: Syahen rvabdOper aionSeception: The Wicrosot ot DUEDE A 0F prosvder b ol sepislered on i ool fisching.

Saurce EFFor:

An uphandled exceprion was geperated during cke execution of che cerrest web reguest. Informarion cegacding the origin and
locmbion of the sxcephbion can ke identifisd using bhe exception sback trace ke low,

Stack Trace:

[TrwaliddperationException: The 'Micrasoft, Jet OLEDR.4.0' provider 1% nat registersd an the Tocal machine.
System, [ata, 0] elb,. 0] elbiervicesdrapper Getlhatatourceiil elblonnect ionString constr, OstaSowcewrapperd datasrcerapper) +800
System, Date, 0] edb. 0] ebbCarnect lorﬂnterna'l =ctor{dlebblommection5tring constr, d1ebblonnection connection) +168
Systen, Date, 01k, 0] sbeCarnactionF actory . CreateCanmecti cniDbConnectianbetions aptions, dbject poolGroupfrond darInfo, DbhConnactiarPoal poal,
Systed.Date. ProviderBase. DbConmectionf actory . CreatedonPoo | edCoanectian (Dblomaectan Mnlﬂfnmlc\:tmn DiConnectianPod ] Group poolGronp) 45
Systen, Data, ProviderBase., "b.'nnr.frc:ml-’arlnrﬂy GatCormection{DbCanmection owminglennection) &7
System, Data, #roviderfase, fblonpect i o Josed  dperlomection{fblonnection outerormection, I)b(_unn-chanuctor} connectianFactory) +265
System, Dats, 01e0b.0] eDbCarnection.dpen() +47

ult.Pm:.Lca:I%ﬂb]::: sender, Ewentirgs &) +455

Systen Meb. UE11.Call1Hel per . EvertérgFunctional ler { IntFtr fp, Object o, Object t, Evertérgs e =2E

Sy s, Wb, U1, CalTiEvantHand ] &-Dal & qanpm;: LCal Thack (Chict sander, Evinthrgs &) +88

System,eb, UL dortral, ﬂ-nLaa-I(Ementﬂrqs e:l 412

systen,Meb, UL Cartral  LoasRecursivel] +5

Syrtem.Meb, UL Page.Proc EiiR‘IIIICi-tHHH(BGD]EM includestagesBeforeAgyncPoint, Boclean includeStagesafterdsyncPoint) +2453

version Information: Morozon MET Framesork Yersion 2.0 50727 82 &SP HET Version 2050727 42

4 | ol

& oone [ [T S ocaintrenet

Cause

This error occurs if there is no corrects ODBC driver installed that PPQ can use to
reach the Access database. This usually occurs if you are running x64 operating

system that has no such ODBC driver.

Resolution

Follow the installation instructions for x64 operating systems in order to configure PPQ

to work with SQL express database instead of with Access.
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The process cannot access the file

Symptoms

You can’t use the web interface since the default web site is stopped, but when you go to

the IIS Manager and try to start the web site, you get the following message:

Cause

This error usually occurs when the web port (usually port 80) is taken by another

application.

Resolution

See the following article for assistance: http:/support.microsoft.com/kb/890015. Try to
look for application that may take the web port (such as skype) and close them.

I Internet Information Services |
‘fg File  Action  Yiew ‘Window Help

¢ | BE B @E[2]» 50

?\3 Internet Information Services
=] ?J KIXPX64 {local computer)
#-_ Application Pools
B Weh Sites
g Default Web Site (Stopped)
-- L ‘Web Service Extensions

(ol x|
R

Mame I Path

-J'.}Sentinel Cihinekpublwwirooti Sentinelt

el aspnet_client

= | help.gif

|= | lisstart.asp

|= | iisstart. bk

| localstart.asp
| mmc. gif
|=| pagerror.gif

Ero x|

! } The process cannot access the file because it is being used by another process,
*

1 |
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An error has occurred while trying to load the Crystal Reports

Symptoms

When trying to make any report from the PPQ system, the following error is received:

R &in error has ncourred while attempting to load the Crystal Reports rantime <br > <brsEther the C - Micresoft Internet Enplorer =& =]
Mde Cde View Pavorkes Took  belp i
. 3 . % n | 7

Q- O - [ [2] €8] Owmt o @) (5= 15 <[ i B

ekdmes [ btz locsioet oG Foeports.2ops =| Edso |Lnks »
Google G- <l deh B v | o sockmarksw PRRRRE L EROHoded | TR Ched v R odutolne w0 G005 e Sendbar ) St =

-

Server Error in /PPQ " Application.

An error has occurred while attempting to load the Crysial Reports runtime.

Either the Crystal Reports registry key permissions are insufficient or the Crystal Reports runtime is
not installed correctly.

Please install the appropriate Crystal Reports redistributable (CRRedist*. msi) containing the correct
version of the Crystal Reports runtime (%86, x64, or Itanium) required, Please go to

http:/fwww, businessobjects. comy/support for more information,

Description: Anunhanded exception cooumed during the sxecution of the curent vede regue st Pleaze review the stack racs for moee indonmation alout the error and wivere § origireted in the code.
Enception Detalls: CryssDacsions Cry oiaFepor s Enore LostSsveRenan Eoceplion: &0 s1or has poounmsd swiss sHEmpsng 1o oad T Crystsl Reports runtms,

Edher ihs Crysis fepors reg sy bey panmissons sns neuticen o the Crysin Raporis nasms @ not instalad comecty.

P rcctall |he soproprsds Crystsl Reports med ibt bl (CRRed” mod corlmsing lhe cormact weriion o Lhe Crystsd Reports nantind (<86, 2f4, o taram) ragared. Pln g o
oy e B I S S0dc s SO URPOI 107 Mmeore iformation.

Source Error:

An uphandled exception wvas generated during the executionr of cthe purrent web request. Information regacding the crigin and
locacion of the exception can be identified using Che exceprion stack coace below,

stack Trace:

[LoadSpmPeportixcaptian: A error has occuread o1 la attesgting to Toad the Crystal Reports runtime.,

Either the Crystal Feports registry key permissions are insufficient or the Crystal Reports runtime is not installed correctly, >
4| ] 3

[Emens [T T N ocdinkranet

Hoet] | @ D W LR | e | B | SRk | e | S s | (Do, | o8 e | e, |[ETane.. | G| [w)0] 20

Cause

This error usually occurs when the wrong Crystal Reports runtime is installed, usually

when your operating system is x64 and the installed crystal reports runtime is 32 bit

version.

Resolution

Follow the installation instructions for x64 operating systems, and install the 64 bit

version of Crystal Reports runtime.
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